Using the police National DNA Database  – under adequate control?
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The police National DNA Database (NDNAD) is the largest DNA database in the world. It contains DNA samples from 2.7 million individuals (5.2% of the UK population).
 No longer a ‘criminal database’, the Database now contains the DNA profiles of many people who have never been charged, cautioned or convicted of any offence. Individuals’ DNA profiles (a string of numbers based on part of their DNA sequence) are now taken routinely on arrest for all recordable offences and kept permanently on the computer Database, even if the person is not charged. Recordable offences include begging, being drunk and disorderly or taking part in an illegal demonstration. Volunteers who help with an investigation can also consent to their profiles being kept. The DNA samples (usually cheek swabs) from which the profiles were obtained are also stored permanently, linked to the Database by a bar-code number. One estimate, based on the numbers of people who are arrested at least once, suggests that under current laws the NDNAD will expand to include about 25% of the adult male population, along with about 7% of adult women.

The main use of the Database is to aid criminal investigations by seeking matches between DNA profiles obtained from crime scene DNA samples and DNA profiles obtained from individuals’ DNA samples. A match indicates a high probability that the individual was at the scene of a crime and, combined with other evidence, can sometimes help the police to identify the perpetrator of a crime.
 However, a number of other uses are now being made of the National DNA Database. These uses are classified as ‘research uses’ but include a wide range of activities such as:

· the creation of statistics used to assess the performance of the Database;

· attempts to identify the relatives of a suspect on the Database (‘familial searching’);

· attempts to find named individuals on the Database;

· the selection of records from the Database on the basis of criteria such as ethnic origin or “having typical Muslim names”;

· the use of DNA profiles and other information, selected or otherwise, for research;

· the use of the original DNA samples for genetic research.

This briefing is based on GeneWatch UK’s Freedom of Information requests which were answered by the Board of the NDNAD. It outlines what is now known about these secondary or ‘research’ uses of the Database and asks whether they are adequately controlled. This is the first time such information has been in the public domain.

What information could be used for research or other purposes?

In routine use, the Database is searched by DNA profile, to look for a match between a DNA profile from the scene of a crime and an individual’s DNA profile. However, in theory, research or secondary uses could use any other information in the record to perform a search. Box 1 shows what is contained in each individual’s record on the National DNA Database. Ethnic appearance is defined using Home Office codes and is based on a person’s appearance to a police officer. The categories are: pale-skinned Caucasian, dark-skinned Caucasian, African/Caribbean, South Asian, East Asian or Middle Eastern appearance. The Scottish DNA Database does not record the ethnic origin of people arrested or detained.

Box 1: Records on the National DNA Database

Each ‘criminal justice’ (CJ) record for an individual on the Database contains the following information:

· a unique barcode reference number (giving a link to the stored DNA sample);

· an Arrest Summons Number (providing a link to the record on the Police National Computer, containing people’s criminal records and police intelligence information);

· the person’s name, date of birth, ethnic appearance and their sex;

· information about the police force that collected the sample;

· the sample type (blood, semen, saliva, etc.);

· the test type (newer records use a test for more parts of a person’s DNA);

· the DNA profile (a string of numbers based on parts of the DNA called ‘STRs’).

Individuals who have voluntarily given their DNA may refuse to be entered on the Database. If they agree, their records are the same as other people’s, except that they have no Arrest Summons Number. 

The relatively limited amount of information in the records restricts the types of research that can be undertaken using the Database alone. However, there is sufficient information in the records to allow the Database to be searched for a named individual, or to select data on certain categories of people. This includes people:

· with a given ‘ethnic appearance’ (except profiles from Scotland, where this is not recorded);

· with a given surname, or group of surnames (for example, names considered to be Asian or African);

· arrested in a particular area (i.e. by a particular police force);

· with a particular sequence in their DNA profile;

· with a given date of birth.

In addition, the Database records may be linked back to the original DNA samples, using the barcode reference number. The samples potentially contain unlimited genetic information (including, for example, some health-related information). Access to the samples therefore raises additional privacy concerns. 41
The Arrest Summons Number (ASN) does not indicate whether or not someone has been convicted, or for what offence. However, if a person’s Police National Computer (PNC) record has not been removed it is also possible to link to this database using this number. PNC records may include a lot more information about an individual, including a person’s criminal record if they have one. Records on the National DNA Database and associated records on the Police National Computer (PNC) used to be removed after fixed time periods, related to the seriousness of the offence and whether a person had been convicted or not.
,
 However, all records on both databases are now kept permanently.
,
 Therefore, another possible use of these databases could be to identify individuals who have been arrested for any recordable offence. 

The Database can also be searched for a partial match between a DNA profile from a crime scene and an individual’s profile, or between the profiles of two individuals on the Database. Because people inherit half their DNA from their mother and half from their father, a partial match between two DNA profiles can indicate that two people are related. Looking for the relatives of a suspect on the Database using partial matches is known as ‘familial searching’.

What secondary uses have been made of the Database or samples?

A detailed list of secondary or research uses of the Database has never been published. However, GeneWatch UK has recently obtained a list of projects as the result of a Freedom of Information request. The information, provided to us on 17 February 2006, including projects approved and refused, is shown in Table 1. The dates of requests and decisions included in the Table were supplied to us on 19 May 2006 and an additional project (number 31) that had previously been withheld was then included. Further information regarding project 24 was provided to us on 8 May 2006. Counting this project as approved, 19 research projects using the NDNAD have been allowed and 14 refused. Some information was also withheld under Section 23(1) of the Freedom of Information Act: this means that some requests to use the Database, for example requests from the security services, may not have been disclosed. The list includes research requests and also operational requests to use the Database in a non-routine way.

Table 1: Research requests to the National DNA Database Board


Source
Institution
Principle Investigator
Material/Information for which access sought 
Request date (Decision date)
Supplied

1.
L Fereday
Home Office 
Unknown
Data derived from NDNAD- for performance management
Unknown (Unknown)
Yes

2.
Pathfinder (Home Office)
Home Office 
Unknown
Match reporting data for analysis
Unknown (Unknown)
Yes

3
Mrs.C Buffery (on behalf of)
Jill Dando Institute of Crime
Unknown
Match data crime pattern/behaviour  analysis
03/05/01

(Not progressed)
No

4.
Ken Pease (on behalf)
Forensic Science Service
Unknown
Match data  analysis for crime for pattern offending and prolific unknown 
30/11/00 (Not progressed)
No

5.
Pete Bambro
CME Software Systems Ltd.
Unknown
match reports Information 
20/02/02

(05/03/02)
No

6.
Andy Feist
Home Office RDS
Andy Feist
Linked unsolved crime match report data
26/04/03 (08/07/04)
Yes

7.
Faye Southam (on behalf )
Police Operation
Unknown
familial search against NDNAD
31/07/01 (Not progressed)
No

8.
Faye Southam (on behalf )
Police Operation
Unknown
familial search against NDNAD
03/01/02 (Not progressed)
No

9.
Dr. J Whittaker 
Forensic Science Service
Unknown
Randomised copy of NDNAD profiles only
20/12/02 (31/03/03)
Yes

10.
David Broadbent

(on behalf)
Police Operation
Unknown
Check against NDNAD for named individuals
Oct-03 (31/10/03)
Yes

11.
L Fereday
G8
Unknown
Specific DNA profile information
Unknown (Unknown)
Yes

12.
Bill Martin
Forensic Science Service
Bill Martin
Information regarding the format of the database
11/04/01 (May-01)
No

13.
Dr P Gill
Forensic Science Service
Mark Perlin
Copy of NDNAD profiles only
28/02/01 (02/03/01)
Yes

14.
R Pinchin
Forensic Science Service
Unknown
NDNAD data for geographic analysis
15/08/01 (Not progressed)
No

15.
Dr J Wetton
Forensic Science Service
Unknown
Analysis of NDNAD (with PNC) for estimate of aliases
03/02/02 (Not progressed)
No

16.
Dr C Kimpton
Forensic Science Service
Dr J Wetton
Access to CJ samples for Y STR by Surname
06/12/02 (03/03/03)
No

17.
Dr C Kimpton
Forensic Science Service
Unknown
Access to samples to compile Y STR frequency databases.
24/02/03 (19/12/03)
Yes

18.
Mr R Wivall
Forensic Science Service
Mr R Wivall
Selected DNA profile information
03/02/03 (06/03/03)
Yes

19.
R Pinchin
Forensic Science Service
Unknown
Selected data from NDNAD based on rare allele &  geography
10/04/03 (12/04/03)
Yes

20.
R Pinchin
Forensic Science Service
Unknown
Anonymised download of NDNAD
11/07/03 (31/07/03)
Yes

21.
R Pinchin/Dr J Wetton
Forensic Science Service
Dr J Wetton
Access to CJ samples for Y profiling 
16/09/03 (19/12/03)
Yes

22.



Access to STR profile data based on ethnic appearance



23.
P Johnson
Forensic Science Service
Unknown
Access to PED samples
Dec-03 (19/12/03)
No

24.
David McDowell
LGC Limited
Unknown
Access to profile data (held by the profiling supplier) 
01/09/04 (Not progressed)
N/A*

25.
Jim Lambert
Forensic Science Service
Jim Lambert
Selected DNA profile information
07/10/04 (27/10/04)
Yes

26.
Lisa Taylor (FSS) on behalf
Merseyside Police
Unknown
Specific DNA profiles
08/02/05 (18/02/05)
Yes

27.
J Lane
Forensic Science Service
Unknown
Randomised copy of NDNAD profiles only
28/02/05 (04/03/05)
Yes

28.
J Lane
Forensic Science Service
Unknown
Randomised copy of NDNAD profiles only
02/06/05 (22/07/05)
No

29.
R Pinchin
Forensic Science Service
Unknown
Copy of NDNAD profiles only
13/05/03 (unknown)
Yes

30.
Dr J Wetton
Forensic Science Service
Dr J Wetton
Access to CJ samples for Y STR by Surname
13/05/05 (26/05/05)
No

31.
R Pinchin (on behalf)
National Criminal Intelligence
Unknown
Linked unsolved crime match report data.
26/08/04 (Not progressed)
No

32.
Dr K Sullivan
Forensic Science Service
Unknown
Data from NDNAD for adventitious match simulation
22/03/01 (Not progressed)
No

33.
I Evett
Forensic Science Service
I Evett
Match report data analysis for adventitious matches
Jul-04 (Unknown)
Yes

*Further information supplied on 8 May 2006 suggests this project did proceed.

Abbreviations: NDNAD (National DNA Database); PNC (Police National Computer: the computer that contains people’s criminal records and other information used by the police during an investigation); CJ (Criminal Justice: CJ samples are DNA samples taken from individuals, rather than from crime scenes); Y STR (Y Short Tandem Repeat: a repeated part of the DNA sequence on the male Y chromosome); PED (Police Elimination Database: this database stores DNA profiles from some police officers. It is separate from the NDNAD and is not used routinely to search for matches, but only to eliminate police DNA from a specific inquiry).

The projects have been allocated to categories corresponding to those supplied by the Home Office to the Science and Technology Committee in 2005.40 Projects 1 and 32 are described as having been ‘incorrectly recorded’ in the Science and Technology Committee’s report, implying that they had been allocated to the wrong category by the Home Office. The categories, and numbers of projects approved or refused are shown in Table 2. However, the first category does not appear to adequately describe this group of applications. Three (refused) external requests are included in this category, but none are from universities, and the three approved Home Office requests appear to relate more to producing performance management statistics than to original research.

Table 2: Research requests by category

Category
Project numbers (from Table 1)
Number of requests received
Number approved

1. External research request from universities etc.
1 to 6.
6
3

2. Police operational requests, relating to specific investigations, including familial searching.
7 to 11.
5
3

3. Requests to assist forensic providers for R&D papers, for future use in cases not specific investigations
12 to 31.
20
12 (including one recorded as N/A).

4. Database improvements
32 to 33.
2
1

Total

33
19.

The number of research projects appears to have increased rapidly since March 2004 when the Home Office minister Hazel Blears stated that only five research proposals had been submitted: two had been approved, two rejected and one was pending a decision.
 She stated that two approved projects were both conducted by the FSS and both related to “identification of individuals on ethnic or familial basis”. 

The number of approved projects is also considerably greater than the nine reported to the Scottish Parliament on 28 February 2006.
 In addition, the Scottish Parliament was informed that: “Information is not held on the title of these projects or about which institution and investigators conducted the research”, although this information had already been supplied to GeneWatch by this time.

None of the projects in Table 1 have request dates before 2000, however some published research (see below) has used data taken from the Database before this date, suggesting that the information provided is still not complete.

We were informed that the phrase ‘Not progressed’ (in Table1) is used when initial requests were in the form of “electronic correspondence between the requestor and the DNA Custodian representative” and no request was progressed, so a formal decision was not required. However, project 24, by the commercial company LGC, is recorded as ‘not progressed’ but not recorded as refused – instead the decision is described as N/A, presumably meaning ‘not available’. GeneWatch sought further information about this project, including copies of the papers supplied to the NDNAD Board, the minutes of the discussion and the grounds on which it made its decision. Instead we were supplied with email correspondence between three individuals, one at LGC, one who appeared to be on secondment from LGC to FSS, and one at FSS. Despite raising some concerns, discussed below, the latter concludes “For now I am content that David’s work can proceed as specified”. This project therefore appears to have been agreed without any formal discussion or approval from the NDNAD Board.

We also sought further information about the meaning of ‘selected’ and ‘specific’ DNA profiles in projects 18 and 25.  We were informed that this information was no longer available as “this was in the form of emails retained on the individuals system” and that these had been automatically deleted after 12 months. For project 25, the individual investigator recalled that the information used involved comparing the gender of the individual recorded by the police with the gender determined by the genetic test used in the database. 

Providing statistics for performance management of the Database, and to assess errors, is clearly important to measure, and perhaps improve, its usefulness. However, other types of research and secondary uses (operational requests) are more questionable. Transparency about what research is being done by whom is also clearly lacking, as is independent oversight. No formal record seems to have been kept about the projects or the process of decision-making. Some specific issues raised by the individual projects are discussed below.

Attempts to find named individuals, or to select specific groups of people

The list of projects shows that a number of requests have been made and granted for access to specific or selected records from the Database. These include two operational requests (Project numbers 10 and 11 in Table 1) and four research requests (Project numbers 18, 19, 25 and 26). However, some research projects of this type have been refused. These include Project 14 (to use the Database for geographic analysis); Project 15 (to link with data from the Police National Computer to estimate the use of aliases); and Projects 16 and 30 (to access individuals’ DNA samples by surname for Y chromosome analysis).  

Operational requests

The approved operational requests include one on behalf of the police, to check for named individuals (Project 10), and one by Dr Lyn Fereday, DNA Expansion Programme Manager at the Home Office, seeking specific DNA profile information on behalf of the G8 (Project 11). 

Although it is possible that the police have good reason to seek a named individual on the Database, this type of search could also be abused. For example, it could be used to find out the DNA profile of a particular individual (maybe a celebrity or politician) and investigate who they are related to. Potentially, an individual’s DNA sample could also be traced from their record on the Database and further genetic information sought, for example regarding their expected health or appearance. Checking for named individuals on the Database is therefore a significant departure from its routine use for matching DNA profiles. 

The request by the Home Office on behalf of the G8 presumably refers to the G8 group of countries (Canada, France, Germany, Italy, Japan, the UK, the USA and the Russian Federation). This request for ‘specific DNA profile information’ does not make clear whether or not this is a request for the DNA profile of a named individual or group of individuals and, if so, whether or not this includes people who have no criminal convictions. Nor is it clear whether any profile data was actually supplied to another G8 country.

If specific DNA profile information is being sought by a foreign country for any reason other than to investigate a match between DNA from a crime scene and an individual’s profile this would represent a significant departure from existing uses of the Database. The international policing agency Interpol introduced an international DNA database in 2003 and is encouraging member states to submit DNA profiles from known offenders and unsolved crime scenes. However, Interpol does not keep DNA samples and the identity of the DNA profile is known only to the originating police agency. The Interpol process therefore allows searches for DNA matches but not by name or any other category (such as ethnic appearance).
 

In 2000, the House of Commons Science and Technology Committee recommended that: “Any future extension to the applications for which the data in the NDNAD can be used must be subject to public scrutiny”40. However, this recommendation appears to have been disregarded in the case of these two requests, which appear to significantly change the manner in which the Database is used. 

Research requests

Three research requests for specific or selected DNA profile information (Project numbers 18, 25 and 26) provide no further information about the basis on which the profiles were selected or how the data has been used. This highlights the continuing lack of transparency about what research is being done. 

One request (Project 19), is for selected data ‘based on rare allele and geography’. An allele is a specific version of a gene, so a rare allele is a genetic variation which occurs in only a small number of people. No further information is available on this project, and it may be related to a police operation that has used this technique (see ‘familial searching’ below). However earlier research using ‘rare allele and geography’ has been described in two scientific papers published in 1998 and 2000.
,
 In this research, information on where people had been arrested was assumed to give a rough idea of where they came from.12 Regional data from England and Wales were taken from the National DNA Database on 4 October 1996 – a request which pre-dates any of the approved projects listed in Table 1. This and other data was then used to check whether the likelihood of a false DNA match varied from region to region (it is possible that this could happen if the database was not representative of populations in different areas of Britain). This kind of research may be useful to check that evidence of matches from the Database is statistically valid for use in court. In this case genetic information appears only to have been used in a very limited way to make comparisons between different databases. However, searches by ‘rare allele and geography’ could reveal more personal information on specific individuals, so it is of concern that there appears to be no record of approval of this project.

In the second paper, the analysis of regional genetic differences was extended to different ethnic groups, using various regional datasets compiled from samples identified as being Afro-Carribean, Asian or of Arabic appearance on the National DNA Database, plus other records identified by name.13 Again, this type of research might be important to check that DNA evidence used in court does not exaggerate the likelihood that the suspect was the source of the DNA. However, some aspects of the methods may be questionable, such as the use of ‘ethnic appearance’ as recorded by the police to represent a person’s ethnic group, and the selection of some groups of individuals from the Database on the basis of ‘having African name’, ‘having typical Muslim names’, or ‘having typical Hindu/Sikh names’. It easy to imagine that a category such as ‘Muslim names’ could be misused in future. This method of selection could also be used in future for records which do not include the ‘ethnic appearance’ category (i.e. records exported to the Database from Scotland).

Predicting ethnic appearance using DNA profiles and samples

The Database has also been used for research that aims to predict an individual’s ethic appearance from their DNA. This research differs from that described above because, rather than aiming to check the performance of the database and the validity of its statistics, it is part of the research and development of a new commercial product - a DNA test to predict ethnicity or ancestry. This research has used both the DNA profiles on the computer Database and the stored DNA samples.

The expected role in criminal investigations of predicting ethnicity or ancestry from DNA is to try to build up a ‘genetic photo fit’ of a suspect purely from a crime scene DNA sample. Several companies are already selling this type of test, using various different methods. However, these methods all have major limitations (Box 2).

Box 2: Predicting ethnicity or ancestry from DNA
Historically, genetic explanations of race have been used against ethnic minority groups, causing stigma and discrimination, and being used to justify racism, colonialism and eugenics.
 More recent research suggests that there is a complicated relationship between genetic differences and what is commonly called “race”. Human beings are all one species and biologically distinct races do not exist.
 The relationship between skin colour and ancestry is also complex
,
 and also appears to have been influenced by social factors (the racist treatment of people identified as black)
.

To some extent broad geographical ancestry (for example, Africa, Europe or Asia) can be predicted from the frequency of different genes.
 Many companies are now selling genetic ancestry tests commercially: some market these tests to the police as well as individuals (see also Box 3). There are two main techniques: 
 

1. Lineage-based tests, which try to trace the inheritance of some of a person’s DNA through the male or female line. Maternal lineage-based tests use mitochondrial DNA (mtDNA), which a person inherits only from their mother. Paternal lineage-based tests use the Y-chromosome, which men inherit from their father. Some relatively rare lineages can be traced to particular ethnic groups or locations using this method, but others are much harder to place. Predictions in mixed urban populations are likely to be much less reliable.

2. Bio-geographical ancestry tests use the statistical distribution of different genetic markers in different countries and different ethnic groups. These tests try to estimate a person’s ancestry from the percentage of these markers that they have. However the results are of questionable reliability because they depend on the regions considered, the number of genes tested and the extent to which populations have mixed in the past.
There are some serious concerns about using DNA to predict ethnic appearance because predictions are inevitably uncertain and may mislead the police or reinforce existing prejudices about who may have committed a crime. The first use of a DNA test to predict ancestry in a British police investigation has already caused controversy (Box 3).

Box 3: Using DNA to predict a suspect’s origins

In April 2004, police reported for the first time that they had used DNA profiling in Britain to predict a suspect’s origins. This approach was used in a widely-publicised hunt for a serial rapist, who had attacked 31 elderly women in the south-east of England in the previous 12 years. The man’s DNA was said to contain ‘strands from America, Europe and sub-Saharan Africa’, a combination claimed only to be found in the Caribbean. Based on this information, the police announced that they were looking for a suspect from the Caribbean and furthermore that over 200 police officers with Caribbean backgrounds were being asked to volunteer for DNA tests to help determine which island the suspect might have come from.
 

This declaration ran counter to the conclusions of DNA Print Genomics in Florida, the company that actually carried out the DNA analysis. Zach Gaskin, their technical director was quoted as saying: “That’s not what our test indicated”. He explained that although broad ethnic ancestry can be determined from DNA, geneticists cannot say with any certainty that an individual comes from a specific country.
 The targeting of men of Caribbean origin (including police officers) for DNA samples by this investigation has been highly controversial.

One of the projects in Table 1 appears to correspond to research using the Database and samples to predict ethnicity which has been described in a scientific journal (Project 21), and at least two other projects also appear to involve ethnicity research (Projects 17 and 22). Because not all the projects can be identified, it is unclear what other research has been done in this area.

Although no details are available on Project 22, some earlier research attempting to link ‘STR profile data’ with ethnicity has been published. This research, published in 2001, was an attempt to link the DNA profiles on the Database (in March 1996) with ‘ethnic appearance’ as recorded on the Database by the police.
 The FSS scientists who wrote the paper claim that predicting ethnicity from DNA left at a crime scene could ‘reduce the expected number of interviews to solve a case’. The DNA profiles on the database are based on ‘non-coding’ parts of DNA (called STRs), which are not thought to affect appearance directly. Instead the hope is that some of these genetic markers are statistically more common in some groups than others, even though the categories of ‘ethnic appearance’ on the Database are arguably biologically meaningless. However, in this study ‘ethnic appearance’ was predicted correctly for only 56% of people in the ‘Caucasian’ category, 67% of people in the ‘Afro-Carribean’ category and 30% of people in the ‘Middle Eastern’ category.

Project 17 and Project 21 both involve access to the original DNA samples for additional tests of the male Y-chromosome. 

Project 17 involves additional tests of ‘Y-STRs’ to compile a database of frequencies. These are repeated parts of the Y-chromosome which have also been used by some researchers to try to predict ethnicity. However, further information does not appear to be available on this project.

Project 21 corresponds to a scientific paper published in 2005.
 This paper recognises the limitations of the earlier research linking the STR profiles stored on the Database with ‘ethnic appearance’ and attempts to improve on the predictions by using additional tests of the DNA samples themselves. This research uses DNA tests of the male Y-chromosome, from both volunteer donors and the National DNA Database, to try to predict ‘ethnic appearance’ to a police officer. Rather than STRs, this study uses SNPs, each of which is a single change to a chemical letter in the DNA. Scientists have already mapped a family tree of Y-SNPs which can be used to trace lines of inheritance from a common male ancestor (paternal lineages). The research using the Database samples reports predictions of between 72% and 88% for most of the ‘ethnic appearance’ categories (pale-skinned Caucasian, African/Caribbean, South Asian, East Asian or Middle Eastern appearance) but was a poor predictor of the ‘dark-skinned Caucasian’ category. 

Even though DNA can provide some useful information about human migration patterns, predicting the ‘ethnic appearance’ of an individual from their DNA will never be totally reliable. There is clearly a danger that the police could be misled by this type of prediction. Many people on the Database might not have given their DNA voluntarily for this type of research and might find some of the assumptions behind it objectionable. It is also clearly not part of assessing the performance of the Database or reducing errors.
Other information from DNA samples

The two projects (Project 17 and 21) that allow access to the samples both involve genetic research on the male Y chromosome.  In addition to the issues raised by ethnicity research in relation to these projects (above), there are questions about whether DNA samples should ever be used for research without consent and about what genetic information could be revealed.

Women have two X-chromosomes, but men have one X-chromosome and a much smaller Y-chromosome, which they inherit from their father. The Y-chromosome is not only useful in studies of ancestry (Box 3), it also contains some genes, many of which are expressed in the male testes.
 Deletions of three different parts of the Y-chromosome (called AZFa, AZFb and AZFc) can lead to male infertility.
 Some of the standard tests (Y-STRs) used in ancestry studies include tests of this part of the Y-chromosome.
 Additional genetic testing of the Y-chromosome could therefore lead to personal medical information being identified. It is unclear whether controls on the Database are sufficient to ensure the privacy of this information.

Linking to other Databases

No requests that link records to data on the Police National Computer (PNC), or which use the Police Elimination Database (PED) have so far been granted, although they have been made (Projects 15 and 23).

Identifying relatives (familial searching)

Familial searching is sometimes used when a DNA profile from a crime scene does not match an individual’s profile on the Database. Since it is possible that a relative of the suspect is on the Database, looking for a partial match between profiles might identify a parent, child, brother or sister of the suspect, who can then be interviewed by the police. Familial searching usually produces a long list of names of people to be interviewed and raises ethical concerns because it is possible that it could reveal cases of paternity or non-paternity that the people interviewed did not know about, and also reveal to relatives who is on the Database. However, at least two ‘cold cases’ of murder and one recent manslaughter case have been solved using familial searching. One of the cold cases involved search by rare allele (an unusual form of a gene, found in the scene of crime profile) and geography, before identification of a 14-year old boy who was a relative of the perpetrator.2 It is possible that this is Project 19, although this is classified as a research request, rather than a police operation.

Concerns about the ethical implications of this technique led to discussions between ACPO, the Home Office, the Information Commissioner and representatives of the Human Genetics Commission to agree a Memorandum of Understanding on its use.2 In 2004, the FSS reported that approximately 20 familial searches had been conducted and that a quarter of these had yielded ‘useful intelligence information’. The two applications for familial searches in Table 1 (Projects 7 and 8) were refused before the Memorandum was agreed and it is unclear why the other applications for familial searches are not included in the table. The basis on which these decisions are being made is still not public.

Commercialisation

One project (Project 24) involves a request from a commercial supplier of DNA profiles to the Database, other than the FSS. LGC Ltd is recorded as having made an application for ‘Access to profile data (held by the profiling supplier)’. Emails supplied to GeneWatch confirm that LGC Ltd keeps a copy of the profiles it supplies to the National DNA Database. This raises serious concerns about what data is being retained by commercial companies, who has access to it and how it is being used. In the emails the company LGC admits “we do in effect have a mini-database” which includes “demographics” with DNA profiles. It is unclear whether employees of the company can identify individuals using this mini-database. The response (apparently from an employee at the FSS, on 8 September 2004) refers to “increasing sensitivity over demographics being retained” and a “preference…to move to a position whereby suppliers only indexed samples by barcode and ASN”.

The DNA samples stored by commercial companies are considered to be the property of the police force that has submitted them to the Database.
,
 However, it is unclear what this means in terms of intellectual property rights, particularly whether commercial companies could patent gene sequences identified in the samples. This practice, although highly controversial, is very common: patents on gene sequences are granted on the basis that the company or ‘inventor’ has identified the function of a gene. 
 However, currently no gene patents appear to have been granted using DNA samples collected for the Database.
,31  The DNA samples contain unlimited genetic information, so their permanent storage by commercial companies also raises privacy concerns.

Assessing performance and quality control

Although no details are provided, a number of projects appear to relate to assessing and improving the performance of the Database. These include data supplied to the Home Office for performance management (Project 1), match reporting data supplied to the Home office’s Pathfinder project (Project 2); and match reporting data for adventitious matches (Project 32), which are false matches between DNA profiles that occur by chance. It is obviously important to assess the performance of the Database and investigate false matches, although ethical oversight of this type of project is still necessary to avoid problems such as private information being inadvertently revealed.

Legal restrictions, transparency and oversight

There is no specific piece of legislation governing the operation of the National DNA Database. Instead, a series of laws have established the circumstances under which the police may take and retain DNA samples and data.
 In England and Wales (but not Scotland) the Criminal Justice and Police Act 2001, contains a clause which restricts the use of retained fingerprints and DNA samples, stating that they “shall not be used by any person except for purposes related to the prevention or detection of crime, the investigation of an offence or the conduct of a prosecution”. However, in practice the restriction to ‘prevention or detection of crime’ is extremely broad and could easily be interpreted to allow potentially controversial uses – for example, research seeking to identify ‘genes for criminality’.

Because most of these DNA samples are taken without consent when a person is arrested, the usual process of explaining what research might be done, and asking for agreement to it (the process of seeking informed consent to research, Box 4) is not followed. People who are asked to give a DNA samples voluntarily to the police (for example, if they have been a victim of a crime or have agreed to take part in a ‘mass screen’) can also agree to their DNA profile being kept permanently on the Database and their DNA sample retained and ‘used for purposes of the prevention and detection of crime’. However, the consent form for volunteers does not make clear that this could include genetic research or provide any information about what this might involve. In England and Wales this consent, if given, cannot be withdrawn.

Box 4: Informed consent

Doctors and scientists are required to seek your informed consent before using your personal records and biological samples (including DNA) for research. This requirement has long been part of professional guidelines for medical professionals and the principles behind informed consent are included in international statements such as the Helsinki Declaration.
 Recently, the Human Tissue Act 2004 made it a criminal offence for someone to take a sample of your DNA without consent and use it without your knowledge and agreement. The Act also regulates research done using human samples and sets up a body called the Human Tissue Authority to establish standards for consent. However, there is an exception for anything done for ‘purposes related to the prevention or detection of crime’, which means that research using the National DNA Database is not covered by the Act.
Research using data from human volunteers usually involves both seeking informed consent from the individuals involved and ethical oversight by a research ethics committee. For example, NHS Research Ethics Committees (RECs) have been established throughout the UK for many years with the purpose of safeguarding the rights, dignity and welfare of people participating in research in the NHS.
 However, research using the National DNA Database, and the DNA samples linked with it, requires only the approval of the National DNA Database Board (Box 5). Although there are now plans to set up an ethics committee, this has been discussed for more than a year and still does not exist. It is also questionable whether an ethics committee could or should overrule the need for informed consent from individuals.

Currently, access to the Database is restricted and applications must be made to the Board to supply data from it for research or for non-routine police operations. In theory, the Board then decides what information to release. The police do not access the National DNA Database directly. Access is restricted to staff employed by the Custodian of the Database (currently an employee of the FSS) and is password-controlled. 

However, although access to the Database is restricted, several commercial companies and police laboratories – including but not limited to the FSS – analyse the samples to produce the DNA profiles that are loaded on the Database. In England and Wales the FSS, LGC Ltd and the Forensic Alliance (via Cellmark, part of the US company Orchid Biosciences) are all accredited to analyse individuals’ DNA samples and supply profiles to the Database (Forensic Alliance has recently become part of LGC Group). In Scotland, only the Police Forensic Science Laboratories currently act as suppliers of DNA profiles to the Database.
 The samples are stored by the companies that analyse them, for an annual fee. As described above, at least one company (LGC) appears to also keep a copy of the profiles and other information on a mini-database.

Box 5: How the National DNA Database is governed

Since it was set up in 1995, the National DNA Database has been run by the Forensic Science Service (FSS) on behalf of the Association of Chief Police Officers (ACPO). The NDNAD is registered under the Data Protection Act 1998, which requires that personal data should be obtained and used only for “specific purposes” and that processing should be “fair”. However, it is unclear exactly what constitutes fair processing of genetic data.

The FSS has recently changed status from a trading fund to a Government owned company (GovCo), with a view to possible partial privatisation in the future. The loading of DNA profiles on the National DNA Database and reporting of subsequent matches is still provided under contract by the FSS, but may go out to tender in the future. The standard-setting and oversight of the Database is being transferred to a dedicated unit in the Home Office, governed by the National DNA Database Board. The Board has been criticised in the past for being insufficiently independent, partly because the FSS could, in effect, authorise its own research. Reviews by the Royal Commission in 1993,
 the House of Lords
 and House of Commons 
 Science and Technology Committees (in 2001 and 2005), and the Human Genetics Commission (in 2002), 
 have concluded that the Database needs an independent advisory body that includes lay membership.

A new Board is now being set up which includes representatives of the Home Office, the Association of Chief police Officers (ACPO), the Association of Police Authorities (APA) and the Human Genetics Commission (HGC).
 There are also plans (not yet implemented) to create a separate group to advise on ethics.
 However, it remains unclear how this new system will operate and who will make decisions about potentially controversial uses of the Database.

Scotland exports copies of all DNA profiles it holds to the National DNA Database in England, but does not export the DNA samples. Currently, DNA samples and profiles held in Scotland are not used for research, however Scottish legislation does not explicitly restrict their use. DNA profiles exported from Scotland to the National DNA Database may be used for research, although no information appears to be available on whether they have been.
,
 The Scottish Parliament recently rejected plans to keep DNA permanently from innocent people, so most DNA profiles from Scotland will continue to be removed from the NDNAD when a person is acquitted and their samples destroyed. However, DNA samples and profiles will be kept for up to 5 years from some people prosecuted for violent or sexual offences in Scotland, even if the case is dropped or they are acquitted.

Conclusions

Research and secondary operational uses of the police National DNA Database and associated DNA samples are taking place. This includes genetic research using DNA samples and the male Y-chromosome without the consent of the individuals involved, many of whom may never been convicted of a crime. This overturns international norms concerning the requirement for informed consent before using human samples in research. As well as this fundamental issue, there are also many other concerns about the additional uses of the NDNAD including:

· lack of transparency about what research is being done by whom;

· lack of transparency about how decisions are made;

· approval of controversial genetic research on ethnicity, using both the Database and samples;

· lack of ethical oversight;

· failure to distinguish between projects to assess and/or improve the Database and research to generate new commercial products;

· retention of a “mini-database” by at least one commercial supplier of DNA profiles to the Database and failure to properly oversee research by such suppliers;

· lack of democratic oversight for new operational uses, such as familial searching, or searching for named individuals or specific DNA profile information;

· lack of transparency about who can receive specific or named DNA profile information (including foreign countries), or why such requests are being made and granted.

A lack of control over research and secondary uses of the Database and samples could lead to a loss of trust in the police use of DNA more widely. There are important changes that could be made that would improve safeguards for human rights and privacy without compromising the role of the Database in tackling crime.15 GeneWatch UK believes that a better balance would be struck by:

· destroying individuals’ DNA samples once an investigation is complete, after the DNA profiles used for identification have been obtained; 

· an end to the practice of allowing genetic research using the Database or samples, so that research is limited to performance management and database improvements;

· better governance, including an independent ethics committee to oversee the remaining research and operational applications to the Board;

· public and parliamentary debate before new uses of the Database are introduced;

· public debate about who should be included on the Database and for how long.
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