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Call for Evidence on the Current Data Protection Legislative Framework 
List of questions for response

We would welcome responses to the following questions set out in this consultation paper. Please email your completed form to: informationrights@justice.gsi.gov.uk or fax to: 020 3334 2245. Thank you.
General
	Question 1. What are your views on the current Data Protection Act and the European Directive upon which it is based?  Do you think they provide sufficient protection in the processing of personal data?  Do you have evidence to support your views?

	Comments:     There are a number of major challenges facing data protection, including the internet, globalisation, increased data collection and storage and secondary uses of data, and the impacts of new technologies. Evidence regarding these challenges is outlined in the European Commission’s Comparative Study on Different Approaches to New Privacy Challenges, in Particular in the light of Technological Developments (Contract No. JLS/2008/C4/011 – 30-CE-0219363/00-28), Final Report, January 2010 (on: http://ec.europa.eu/justice/policies/privacy/studies/index_en.htm ). The UK country report from this project notes that the European Commission is reportedly investigating alleged failings by the UK to properly implement eleven of the Directive’s thirty-four articles, almost a third of the entire directive. On 30th September 2010, the Commission referred the UK to court over data protection issues associated with the use of behavioural advertising by internet service providers. Clearly, there are a number of major issues that need to be addressed.
The focus of this response is on the collection, retention and use of genetic information, biological samples, and DNA profiles and sequences, alongside other linked information. Such information may be collected and used for a range of purposes, including forensic identification of individuals and/or their relatives and medical, research or marketing purposes.

The main challenges that GeneWatch UK has identified in the context of data protection in these areas are:

· The need to ensure fully informed consent to data processing for medical, research and ‘personalised marketing’ purposes.
· The need to ensure that collection and retention of DNA samples, profiles and associated data is conducted lawfully without infringing Article 8 of the European Convention on Human Rights.

· The challenges of protecting privacy in the context of the high potential for deductive identification of individuals and their relative, based on a combination of DNA data and other information (such as sector postcodes and/or data on medical conditions or ethnicity).
These challenges are exacerbated by growing trends in data-sharing, including the international transfer of data, and the growth of ‘secondary uses’ which may blur the line between research, data-mining and clinical uses of medical data, and allow dual-use of medical genetic data for identification or surveillance purposes.

A number of companies in the commercial sector wish to use people’s DNA sequences for the ‘personalised marketing’ of health and other products (e.g. skin creams), and there have been a variety of proposals by governments to include genetic sequences in electronic medical records, using public-private partnerships (see, for example: Is ‘early health’ good health? GeneWatch UK briefing. April 2009. http://www.genewatch.org/uploads/f03c6d66a9b354535738483c1c3d49e4/Data_mining_brief_fin_3.doc ). Because DNA sequencing is a ‘dual use’ technology, such sequences could be used for surveillance purposes as well as for personalised marketing and research purposes.
Our input to this consultation is based on a combination of research evidence (cited where applicable below) and information obtained from individuals seeking the destruction of their DNA samples and removal of records from associated police databases.


Definitions 
	Question 2. What are your views of the definition of “personal data”, as set out in the Directive and the DPA? 

	Comments:          


	Question 3. What evidence can you provide to suggest that this definition should be made broader or narrower?  

	Comments:          


	Question 4. What are your experiences in determining whether particular information falls within this definition?  

	Comments:          


	Question 5. What evidence can you provide about whether biometric personal data should be included within the definition of “sensitive personal data”?  

	Comments:           A person’s DNA sequence, or parts of that sequence, can be used to identify them. DNA data can also reveal who they are related to and some information about their health, including private information unknown to the individual (such as non-paternity, or carrier status for a genetic disorder). Because traces of an individual’s DNA can be left wherever they go, retaining their DNA profile (a string of numbers based on part of the DNA sequence) or all or part of the sequence can be used to track them or their relatives: this is a form of biological surveillance (Williams R, Johnson P. 2004. Circuits of surveillance. Surveillance & Society 2(1): 1-14. http://www.surveillance-and-society.org/articles2%281%29/circuits.pdf ). Extracted DNA, DNA profiles and DNA sequences (based on all or part of an individual’s DNA) should therefore be regarded as sensitive personal data.
GeneWatch has anecdotal evidence from numerous members of the public that they regard their DNA and the information contained in it as extremely sensitive and personal. The ECtHR also expressed its view on this issue in its judgment in the Marper case (including its view on fingerprints). See: http://cmiskp.echr.coe.int/tkp197/view.asp?action=html&documentId=843941&portal=hbkm&source=externalbydocnumber&table=F69A27FD8FB86142BF01C1166DEA398649 


	Question 6. If as a data controller you process biometric data, do you process it in line with Schedule 3 of the DPA which imposes an additional set of conditions?  

	Comments:          


	Question 7. Are there any other types of personal data that should be included?  If so, please provide your reasons why they should be classed as “sensitive personal data”?

	Comments:          


	Question 8. Do you have any evidence to suggest that the definitions of “data controller” and “data processor” as set out in the DPA and the Directive have led to confusion or misunderstandings over responsibilities?  

	Comments:          


	Question 9. Do you have any evidence to suggest that the separation of roles has assisted in establishing responsibilities amongst parties handling personal data?

	Comments:          


	Question 10. Is there evidence that an alternative approach to these roles and responsibilities would be beneficial?

	Comments:          


	Question 11. Do you have evidence that demonstrates that these definitions are helpful?

	Comments:          


Data Subjects’ Rights
	Question 12. Can you provide evidence to suggest that organisations are or are not complying with their subject access request obligations?     

	Comments:          


	Question 13. Do businesses have any evidence to suggest that this obligation is too burdensome?  

	Comments:          


	Question 14. Approximately how much does it cost your organisation to comply with these requests?  

	Comments:          


	Question 15. Have you experienced a particularly high number of vexatious or repetitive requests?  If so, how have you dealt with this?  

	Comments:          


	Question 16. What evidence is there that technology has assisted in complying with subject access requests within the time limit?  

	Comments:          


	Question 17. Has this reduced the number of employees required and/or time taken to deal with this area of work?  

	Comments:          


	Question 18. Is there evidence to suggest that the practice of charging fees for subject access requests should be abolished?

	Comments:          


	Question 19. Do you have evidence that the £10 fee should be raised or lowered?  If so, at what level should this be set?

	Comments:      There is a specific problem in relation to the fee in situations where large amounts of data have been retained in contravention of the European Convention, as is the case with biological samples, DNA profiles and fingerprints collected by the police in England and Wales. There is currently no independent oversight of whether removal of records from the National DNA Database, fingerprint database (IDENT1) or Police National Computer (PNC) ordered under the 'exceptional case' procedure actually take place. Individuals seeking confirmation that their records have been deleted are therefore forced to make a subject access request to obtain such confirmation. When legislation is adopted to ensure compliance with the Marper judgment, this situation is likely to be exacerbated.  To address this issue: (i) the fee should not be increased, because doing so would interfere with individuals' ability to check that their rights under Art. 8 are being complied with in practice; (ii) a mechanism for independent reporting and oversight of numbers of deletions by police force should be implemented to reduce the need for individuals to make large numbers of requests.    This issue may be relevant to other circumstances where time limits or other restrictions on the retention of data need to be enforced and where a subject access request is currently the only method available to individuals to monitor compliance. 


	Question 20. Do you have evidence to support the case for a “sliding scale” approach to subject access request fees?

	Comments:          


	Question 21. Is there evidence to suggest that the rights set out in Part Two of the DPA are used extensively, or under-used?

	Comments:          


	Question 22. Is there evidence to suggest that these rights need to be strengthened?

	Comments:     Yes. As noted in response to Q19, it is unacceptable that the onus is on the individual to make a subject access request to check compliance in situations where their data has been acknowledged to have been retained in breach of their right to privacy or otherwise unlawfully.      


Obligations of data controllers 

	Question 23. Is there any evidence to support a requirement to notify all or some data breaches to data subjects?  

	Comments:          Yes. There have been a number of major ‘data loss’ incidents which put individuals at risk of identity theft or other adverse consequences. It is essential that individuals are informed in such situations so that they can take remedial action if possible or, at minimum, so that they can monitor the situation and be alert to possible consequences for them or their families. A notification requirement would also help drive up data protection standards in the private sector because it would allow customers to change providers if they are not satisfied with the protection of their data. In the public sector, a notification requirement would enhance democracy and transparency at local and national government levels.


	Question 24. What would the additional costs involved be?  

	Comments:          


	Question 25. Is there any evidence to suggest that data controllers are routinely notifying data subjects where there has been a breach of security?  

	Comments:          


	Question 26. Do you have evidence to suggest that other forms of processing should also be exempt from notification to the ICO?    

	Comments:          


	Question 27. Do these current exemptions to notification strike the right balance between reducing burdens and transparent processing?  

	Comments:          


Powers and penalties of the Information Commissioner

	Question 28. What evidence do you have to suggest the Information Commissioner’s powers are adequate to enable him to carry out his duties?

	Comments:           GeneWatch UK has major concerns in two areas relating to the Information Commissioner’s powers. The first is the failure of the ICO to use its existing powers to prevent unfair processing in cases of ‘deductive identification’, i.e. situations where an individual’s identity may be deduced from a combination of data (see: Children's rights group threatens ICO with judicial review, The Register, 6th September 2010: http://www.theregister.co.uk/2010/09/06/arch_ico_yjb/ ). The second is the inability of the ICO to intervene to prevent continued retention and processing of data in situations where this is in breach of Art. 8 of the European Convention on Human Rights. 

Deductive identification

Apart from major concerns in relation to the reported case (above), deductive identification is likely to become a particular issue in relation to medical research in future: for example, when pharmaceutical companies and employers apply to use data collected by UK Biobank or other large-scale research projects and biobanks (biobanks link biological samples to other data, including data held in electronic medical records and in future there are plans to expand and link them across the EU and internationally: see: http://www.bbmri.eu/  ).  UK Biobank has collected DNA samples and obtained consent for the use of electronic medical records from half a million people, however its system of broad consent to medical research means that people have not been informed of who will use the data for what purposes. Researchers applying to gain access to selected data from the biobank in the future are likely to work for a variety of academic institutions and commercial companies e.g. the pharmaceutical, food and chemical industries (the latter are interested in studying genetic susceptibility to hazardous chemicals). However, release of data may lead to deductive identification of individuals if due care is not paid to this issue from the start. For example, in the US AddHealth database, a combination of a cross-tabulation of five variables can distinguish an individual record (see: http://www.cpc.unc.edu/projects/addhealth/data/dedisclosure ).  It is therefore likely, for example, that individuals with a rare disease or adverse drug reactions may be identifiable if medical data is released in combination with other data. If data is released for research purposes to a person’s own employer, it is also possible that they hold other data that may, in combination, help identify them (e.g. the individual’s full postcode).  In a worst case scenario, a company may be able to obtain personal health data in this way – including genetic data - relating to an individual with whom they are in dispute (e.g. about compensation for an employment-related condition or adverse drug reaction). Whilst in the past, an individual working for e.g. the asbestos industry would probably at least be aware that research was being conducted on them and have given consent directly to their employer or to the researchers involved, this may not be the case when data are obtained from a central biobank. There is therefore an urgent need to issue guidance to data controllers and processors to prevent such circumstances from arising, and to ensure that the provisions of the Act are enforced in this area.
Retention and processing of data held in contravention of Convention rights  
The second issue relates to the retention of data in contravention of Art. 8 of the European Convention on Human Rights, as highlighted in the ECtHR Marper case.  Pending the implementation of new legislation in England, Wales and Northern Ireland, up to a million people continue to have their data retained on the National DNA Database in breach of Article 8 but have no mechanism to challenge retention or processing of their data (unless their situation is deemed to be an ‘exceptional case’ by the relevant Chief Constable). Processing of data can continue even though retention of this data infringes Art. 8 of the Convention. To ordinary members of the public it seems perverse that the ICO cannot intervene to end this situation. In future, it would appear sensible for the ICO to play a more proactive role in ensuring that data retention policies are compliant with the Convention. 


	Question 29. What, if any, further powers do you think the Information Commissioner should have to improve compliance?  



	Comments:          


	Question 30. Have you had any experience to suggest that the Information Commissioner could have used additional powers to deal with a particular case?

	Comments:          


The Principles-based Approach

	Question 31. Do you have evidence to suggest the current principles-based approach is the right one?  

	Comments:          


	Question 32. Do you have evidence to suggest that the consent condition is not adequate?  

	Comments:     Yes. There are three areas of concern: (i) the processing of data that has been collected without consent (for example by the police on arrest) for additional purposes; (ii) the lack of definition of informed consent (iii) the retention and secondary uses of data collected with consent for additional purposes.

These issues are considered in turn below 
Data collected without consent

Large numbers of DNA samples are collected by the police without consent and analysed to obtain DNA profiles that are entered on the National DNA Database. This data may be used for “purposes related to the prevention and detection of crime”, but this has been interpreted broadly to include the use of DNA samples and/or DNA profile data for genetic research e.g. to attempt to develop tests to predict ethnic appearance (see: http://www.genewatch.org/sub-539491 ). Because the samples are collected without consent it is presumed that these secondary uses (unrelated to the investigation of any particular crime, but connected to developing new forensic profiling techniques that might theoretically be of use in detecting future crimes, perhaps perpetrated by entirely different individuals) are lawful. Whilst it is clear that some additional processing of data on an anonymised basis is necessary for quality assurance purposes (for example, to check the frequency of false matches), the DPA and Directive should explicitly clarify that genetic research should not be conducted using data collected without consent by the police or security services.
Lack of definition of informed consent

GeneWatch favours making explicit reference in the revised DPA and Directive to the provisions of the Helsinki Declaration and the Council of Europe’s 2001 Convention on Human Rights and Biomedicine, to clarify what is required for consent to be regarded as freely given, specific and informed (see also response to Q33 below).
Secondary uses

The Secondary Uses Service (SUS) for electronic medical records and the GP Extraction Service (GPES) are being set up in the NHS, largely without the knowledge or consent of members of the public. In its response to a consultation by NHS Connecting for Health, the Wellcome Trust Sanger Centre “encouraged the NHS Care Records Service to prepare for the integration of significant amounts of genetic and genomic information into patient records” and argued that: “If robust systems are in place…….the benefits of research will outweigh the risks associated with the use of identifiable information” (including information that patients have requested to be kept confidential in ‘sealed’ and ‘locked’ envelopes). (NHS Connecting for Health (2009) Summary of responses to the consultation on additional uses of patient data. 27th November 2009. http://www.dh.gov.uk/en/Consultations/Responsestoconsultations/DH_109310 ). The relevant consultation had not even mentioned that data-sharing for research using SUS and potentially the GPES is intended to include genetic and genomic information, although this raises serious ethical issues including concerns about deductive identification (HGC. 2008. NHS Connecting for Health – Consultation on Public, Patients, and other interested parties views on Additional Uses of Patient Data: Response by the Human Genetics Commission. 15 December 2008. http://www.hgc.gov.uk/UploadDocs/DocPub/Document/HGC%20response%20to%20CfH%2 ).0consultation%20on%20additional%20uses%20of%20patient%20data%2015-12-08.doc. ) In GeneWatch’s view more attention needs to be paid to regulating such ‘secondary uses’ for research purposes, including requiring specific informed consent and prior consideration of the potential for deductive identification of individuals (see also response to Q. 36). 


	Question 33. Should the definition of consent be limited to that in the EU Data Protection Directive i.e. freely given specific and informed?

	Comments:     Yes. 

There are two current problems with this in relation to genetic and associated data in the areas of health/research and policing: (i) attempts to by-pass consent for ‘secondary uses’ (see Q.32 above) and (ii) the use of ‘enforced subject access’ which involves consent that is not freely obtained. There is a particularly serious problem with the US embassy’s requirement to for individuals to authorise release of their own records of arrest in order to travel to the USA.
Concerns about inadequate consent procedures

There are particular concerns regarding the use of DNA samples and genetic data for research without consent or adequate privacy protection because:

1. DNA sequencing is a dual-use technology which can also be used to track individuals and their relatives: widespread inclusion of sequencing data in electronic medical records would create a DNA database by stealth. Such a database would be accessible to the police or security services, raising significant human rights concerns (Kaye J (2006) Police collection and access to DNA samples. Genomics, Society and policy, 2(1), 16-27. http://www.gspjournal.com ).

2. Attempts to ‘pseudo-anonymise’ such data are unlikely to protect privacy because the potential to re-identify individuals via ‘deductive identification’ is high (even in the absence of links with other data) (Homer N, Szelinger S, Redman M, Duggan D, Tembe W, Muehling J, Pearson JV, Stephan DA, Nelson SF, Craig DW (2008) Resolving Individuals Contributing Trace Amounts of DNA to Highly Complex Mixtures Using High-Density SNP Genotyping Microarrays. PloS Genetics, 4(8): e1000167. doi:10.1371/journal.pgen.1000167. http://www.plosgenetics.org/article/info:doi%2F10.1371%2Fjournal.pgen.1000167 ).

3. There is considerable commercial interest in gaining access to electronic medical records, biological samples and/or genetic data to allow ‘personalised marketing’ of health-related products, with potentially harmful consequences for public health (Wallace HM (2009) Genetic screening for susceptibility to disease. In: Encyclopedia of Life Sciences. John Wiley & Sons Ltd., Chichester. http://www.els.net/[Doi:10.1002/9780470015902.a0021790] September 2009). 

There is strong evidence that most people are supportive of medical research but do wish to be asked for their consent (MRC 2007 The use of personal health information in medical research. MRC/Ipsos MORI. 26 June 2007. http://www.mrc.ac.uk/Utilities/Documentrecord/index.htm?d=MRC003810 ; Armstrong V, Barnett J, Cooper H, Monkman M, Moran-Ellis J, Shepherd R. 2007. Public attitudes to research governance: A qualitative study in a deliberative context. Wellcome Trust. http://www.wellcome.ac.uk/stellent/groups/corporatesite/@policy_communications/documents/web_document/wtx038443.pdf ). In addition, many members of the public have major concerns about increased surveillance (including medical surveillance) and the role of vested interests, including commercial interests, in medical research (Dialogue by Design (2007) Science Horizons: Deliberative Panel Report. September 2007. http://www.sciencehorizons.org.uk/resources/sciencehorizons_deliberative_panel.pdf ; Levitt M, Weldon S (2005) Public perceptions of the governance of DNA databases. Critical Public Health, 15(4), 311-321). 
Freely given, specific, informed consent is vital to maintain public support for legitimate medical research and to avoid a proliferation of data-mining applications (for example, personalised marketing of medication or other heath-related products) based on individual feedback of misleading ‘research’ results based on genetic data.
As noted above, GeneWatch favours making explicit reference in the revised DPA and Directive to the provisions of the Helsinki Declaration and the Council of Europe’s 2001 Convention on Human Rights and Biomedicine, to clarify what is required for consent to be regarded as freely given, specific and informed.

Enforced subject access

The use of ‘enforced subject access’ to obtain personal data from an individual should be prevented. GeneWatch understands that the offence provisions at s.56 of the Data Protection Act which are aimed at dealing with enforced subject access through criminal sanctions have yet to be implemented. We are aware of two areas in which this is a problem:

1. The US embassy has announced that the US Visa Waiver scheme no longer applies to anyone who has been arrested for any offence (The US Visa Waiver Wizard states: “Have you ever been arrested or convicted for any reason in any country, even if the arrest did not lead to a conviction, or do you have a criminal record? Please note: the Rehabilitation of Offenders Act does not apply to U.S. visa law. If you are unsure, press YES” On: http://london.usembassy.gov/root/visa-wizard/pages/visawizard008.html ). All such individuals are expected to apply for a full visa, with the associated costs and uncertainties, and to pay the ACPO Criminal Records Office (ACRO) to release details of their record of arrest to the US Embassy (records of arrest are now held indefinitely on the PNC, with the policy being to retain them to age 100). This requires innocent individuals, and those with convictions or cautions for minor offences, including protest-related offences, to waive their rights under the Data Protection Act in order to travel on business trips or holidays. Further, the considerable uncertainty, delay and cost in obtaining a visa will have real impact on individuals’ ability to travel. 

2. Prospective employers or third parties may require individuals to make subject access requests to obtain their own police or medical records so that they can be inspected by someone who does not normally have the right to access such records.
In both cases consent is not freely given (it is a requirement in order to obtain a visa or a job), and, in the light of the Marper judgment, at least some of the data released may be unlawfully retained and/or contain sensitive personal data (for example, it may include records of arrest, DNA profiles and genetic data collected for research or health purposes).


	Question 34. How do you, as a data controller, approach consent?  

	Comments:          


	Question 35. Do you have evidence to suggest that data subjects do or do not read fair processing notices?

	Comments:          


Exemptions under the DPA

	Question 36. Do you have evidence to suggest that the exemptions are fair and working adequately?  

	Comments:           The exemptions in the DPA cover areas such as safeguarding national security and the “prevention or detection of crime”. They also allow the Secretary of State to exempt health data in some circumstances.  Personal data which are processed only for research purposes may be kept indefinitely, and may be further processed (in compliance with certain conditions). 
Whilst exemptions in these areas are necessary, they are currently drawn too broadly and are open to abuse.  We have noted (response to Q32) how data collected without consent for “purposes related to the prevention and detection of crime” has been further processed without consent in circumstances that are incompatible with ethical principles. We are also concerned that babies’ blood spots, collected for legitimate health reasons at birth, are being retained indefinitely by some hospitals (see: NHS uses babies’ blood for secret database. Sunday Times. 23rd May 2010. http://www.timesonline.co.uk/tol/news/uk/health/article7134061.ece  ). This potentially allows people’s DNA to be sequenced without their consent, an outcome that would also be unethical and likely to generate significant public outcry (in fact this was proposed by the previous Government in 2003, but subsequently rejected on cost and ethical grounds: see: GeneWatch UK. 2004. Bar-coding babies: good for health? Briefing Number 27. http://www.genewatch.org/uploads/f03c6d66a9b354535738483c1c3d49e4/brief27.pdf and: Human Genetics Commission (2005) Profiling the newborn: a prospective gene technology? March 2005. www.hgc.gov.uk). Commercial companies with an interest in this area have also advocated sequencing the DNA of every baby at birth, although this is incompatible with established ethical principles (see: Henderson M (2009) Genetic mapping of babies by 2019 will transform preventive medicine. The Times. 9th February 2009)
In our view the exemptions are therefore drawn too broadly and allow retention and processing of data in ways that are incompatible with the principle of informed consent. 


	Question 37. Do you have evidence to suggest that the exemptions are not sufficient and need to be amended or improved?

	Comments:           


International Transfers

	Question 38. What is your experience of using model contract clauses with third countries?

	Comments:          


	Question 39. Do you have evidence to suggest that the current arrangements for transferring data internationally are effective or ineffective?

	Comments:     There has been a significant increase in the number of DNA profiles exchanged internationally via Interpol requests. Implementation of the Prüm Council Decision (2008/615/JHA) will further significantly increase exchanges of DNA match reports between law enforcement agencies within Europe. There is particular concern about data exchange where such data may be retained in contravention of privacy rights (as in the Marper case). Exchange of data should not take place in such circumstances.     Due attention also needs to be paid to the fact that a DNA match report can allow an individual (or their relatives) to be tracked down by anyone submitting their DNA profile into the system. A worst case scenario would involve e.g. a rogue police officer or a criminal who had managed to infiltrate the system submitting the DNA of a child or a person on a witness protection scheme in order to obtain a match report that reveals their whereabouts. Undercover police officers or secret service personnel might also be tracked down in this way.
DNA samples may be processed for paternity, ancestry, forensic or health-related DNA tests overseas. It is unclear whether US companies that operate US-based websites that can be accessed from the UK are covered by the DPA (although the Act prohibits the transfer of personal data to a non-EEA country that does not ensure “adequate protection”). An example of a website that offers genetic tests directly to consumers is: www.23andme.com (there are many others). Direct-to-consumer genetic tests are controversial (see e.g. the statement from the European Society of Human Genetics on: https://www.eshg.org/fileadmin/www.eshg.org/documents/PPPC/2010-ejhg2010129a.pdf ) and the Commission is currently consulting on regulating such tests as part of the proposed revision of the In-Vitro Diagnostics Directive (IVDD). Some such companies are reportedly testing DNA samples taken from children (in breach of professional guidelines if the test is not directly relevant to the child’s care) or supplied by third parties without the consent of the individual (a practice that is illegal under the Human Tissue Act in the UK) and many are making misleading interpretations of genetic information. In order to ensure that consistent ethical and clinical standards are applied to samples tested overseas, the IVDD consultation is considering the option of regulating tests “put into service” in the EU, rather than only tests that are actually conducted on EU territory (see: http://ec.europa.eu/enterprise/newsroom/cf/itemlongdetail.cfm?item_id=4404&tpa_id=164&lang=en ). A similar option should be considered in the context of data protection legislation. 
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