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1. Introduction

GeneWatch UK is a not-for-profit policy research group concerned with the science, ethics, policy and regulation of genetic technologies. GeneWatch works to promote environmental, ethical, social, human health and animal welfare considerations in decision-making about genetic technologies. Our aim is to ensure that genetics is used in the public interest.

In January 2005, GeneWatch published a report: “The Police National DNA Database: Balancing Crime Detection, Human Rights and Privacy”
. Our submission draws on the outcome of this research. Since DNA profiles included in the Scottish DNA database are now routinely added to the National DNA Database (NDNAD)
, the governance of the NDNAD is also relevant to this consultation.

GeneWatch has been critical of the lack of public debate prior to the decision to retain permanently all DNA samples and DNA profiles on the National DNA Database (NDNAD) in England and Wales. We therefore welcome the opportunity to respond to the Scottish Executive’s consultation. However, we have a number of concerns about the timing and content of the consultation, including:

· misleading and incomplete information on the potential benefits and harms associated with permanent retention of all DNA samples and records;

· failure to consider first the need to implement the recent recommendations of the House of Commons Science and Technology Committee
 and to take account of issues raised repeatedly by the Human Genetics Commission
;

· the lack of discussion of alternatives (such as time-limited retention of profiles only) or the need for additional safeguards (such as destruction of DNA samples once the DNA profiles necessary for identification have been obtained).

2. Problems with the consultation and proposals

2.1 Misleading and incomplete information

Failure to distinguish between DNA samples and DNA profiles:

The consultation does not at any point distinguish between the retention of DNA samples and the DNA profiles used for identification purposes. Only the profiles (which contain minimal genetic information) need to be retained to try to seek a match between a crime scene DNA profile and a named individual during a criminal investigation. DNA samples contain sensitive genetic information and their permanent storage from individuals significantly increases privacy concerns.
 Stored samples from individuals are not needed to prevent miscarriages of justice, because a fresh DNA sample is always taken from the defendant if a case comes to trial. The Human Genetics Commission has concluded that the reasons given for retaining samples are ‘not compelling’5 and the Home Office has recognised that retaining DNA samples is ‘one of the most sensitive issues to the wider public’. 
 Destroying individuals’ DNA samples after their profiles have been obtained would improve privacy protection and remove concerns that the samples might be used in the future to reveal personal genetic information (such as health-related information) or be used for purposes other than identification (such as controversial genetic research). It is therefore disappointing that the option of destroying individuals’ DNA samples, and retaining DNA profiles only on the database has not been included in the consultation.

Absence of information on other uses of the National DNA Database:

The consultation focuses on the use of the Scottish DNA Database, and the National DNA Database (to which Scottish records are exported), to seek matches between individuals’ DNA profiles and DNA profiles obtained from samples left at the scene of a crime. However, it fails to discuss more controversial uses of these databases. These include the use of ‘familial searching’ (a method increasingly being used to try to seek to identify relatives of a potential suspect) and the use of the database and/or samples to undertake genetic research without the consent of participants (breaching normal ethical requirements). 

Familial searching is controversial because it has the potential to reveal cases of non-paternity and other private information about relatives. Current oversight of this technique is limited to a memorandum of understanding which has not been published: this situation is clearly inadequate to protect the privacy of people on the National DNA Database. Privacy concerns about familial searching in Scotland will increase if new legislation allows the retention of DNA profiles from large numbers of innocent people, in the absence of adequate safeguards. 

The practice of allowing genetic research without consent – which is partly driven by commercial interests - means that anyone retained on the database (even if they are never charged or convicted, or are a volunteer) loses their right to refuse to take part in potentially highly controversial research. The number of research projects using the NDNAD has been increasing, but details of most of this research is not publicly available. However, past research has included at least one controversial attempt to use DNA profiles to predict ethnicity.
 Genetic research using the Database is likely to be misleading as well as ethically indefensible. Categories in the NDNAD such as ‘ethnic appearance’ are meaningless for scientific purposes and the DNA profiles and samples will not be representative of either the general or the ‘criminal’ population. GeneWatch agrees with the House of Commons Science and Technology Committee’s conclusion that current proposals to set up an ethical committee to oversee research uses are “too little too late”. Unless the proposed legislation prevents it, DNA profiles exported to the NDNAD from Scotland will inevitably be misused in this way.
Lack of discussion of evidence of ethnic bias and potential to exacerbate discrimination:

Allowing people to be entered and kept on the Database for life when they have been arrested but not charged, or have been acquitted, may also exacerbate discrimination against certain groups of people, particularly ethnic minorities. New Scientist magazine has calculated that the NDNAD contains DNA profiles from nearly one-third of black adult men, compared to only 8% of white adult men, partly as a result of the legislative changes made in England and Wales and now proposed for Scotland.
 Understandably, these figures raise concerns within the black community.
 Discriminatory policing could lead to a disproportionate number of people from ethnic minority groups being arrested, or police powers could be abused (for example, to arrest people simply to get hold of a DNA sample). Anyone entered on the database then remains a suspect for any future crime. The proposed new Scottish legislation, which allows samples taken before someone is even charged with an offence to be retained permanently (even if a DNA profile is not relevant to the offence for which they are arrested) clearly has potential to exacerbate discrimination within the criminal justice system.

Misleading information on effectiveness:

The number of Database detections cited as justification for permanent retention is likely to significantly overestimate the benefits. This is only partly because not all detections lead to convictions (for many reasons, including that presence at the scene of a crime does not establish guilt). It is also because DNA databases are not required when there is a known group of suspects for a crime: a DNA sample can be taken from each individual and compared directly with a crime scene profile.  This means that the number of detections that required the profile to be retained on the Database to solve the crime will be much lower than the numbers cited, depending on the type of crime. For example, rapists and murderers are often known to their victims, so their DNA could be compared directly with a crime scene profile: however all these cases will be included in the figures cited as database detections. The lack of a full assessment of effectiveness means that there is uncertainty about the cost-effectiveness of expanding the Database, compared to alternative approaches to tackling crime. It also makes it hard to balance the benefits against the threats to privacy and rights. 

In 2002/03, only 1.6% of all crime detections were attributed to DNA Database matches by the Home Office (0.3% of all detections for violent and sexual offences, 7.9% of all detections for vehicle thefts and 8.3% of all detections in cases of domestic burglary)
 and the DNA Expansion Programme in England and Wales has not increased detections to the level originally anticipated
. Without more detailed information, it is also unclear whether permanent retention of all profiles significantly improves detection rates, compared to alternatives such as time-limited retention in connection with arrest for certain types of crime. Instead of citing potentially misleading detection rates, the Scottish Executive should adopt the House of Commons Science and Technology Committee’s recent recommendation and seek a full review of the impact on crime of DNA retention in England and Wales, to inform debate. 

Creation of a permanent list of anyone arrested:

Since April 2004, everyone with an Arrest Summons Number in England & Wales remains permanently listed on the National DNA Database even if they are never charged or are acquitted. The Consultation proposes that the same approach is adopted in Scotland, creating the first permanent list of people who have been arrested. However, there is no discussion of the potential for abuse of this list by the State. In England & Wales, it seems likely that the Arrest Summons Number included in each database record will be added to the proposed new National Identity Register, potentially allowing much wider access to this list by other government agencies
. This information might also be sought by other governments – for example, by the US government in connection with its attempts to restrict use of its Visa Waiver scheme. There is a danger that a record of arrest (in the absence of charge or conviction) will become sufficient to restrict an individual’s rights and freedoms. This is of particular concern where people have been arrested during peaceful demonstrations or in connection with other potentially ‘political’ offences, or if the records reflect a bias in arrests of members of particular ethnic groups (see above). It is surprising that there is no discussion in the Consultation document of the implications of this proposal for human rights in Scotland. 

2.2 Failure to consider the need to implement recent recommendations

The House of Commons Science and Technology Committee’s March 2005 report on forensic science recognised that the arguments for the retention of DNA profiles of suspects who are not ultimately convicted need to be balanced against any potential infringement of civil liberties arising from this policy. The report also criticised the governance of the National DNA Database (paras 77 & 80), the use of the database for research without consent (paras 81 & 82) and the introduction of familial searching in the absence of any Parliamentary debate (para 84). Many of these concerns have previously been raised by the Human Genetics Commission in its 2002 report ‘Inside Information’. 

The Science and Technology Committee report also recommended:

· a review of the impact of the expansion of the NDNAD on the detection and deterrence of crime (para 71);

· independent research to assess the public attitude towards retention of DNA samples (both from convicted criminals and others) and the evidence of benefits associated with this practice (para 72). 

In GeneWatch’s view these recommendations should be implemented before any decision is made to change Scottish legislation.

The Human Genetics Commission is responsible for advising ministers on all developments in human genetics including their social, ethical, legal and economic implications. It has a clear remit to involve and consult the public and other stakeholders and has recently expressed an interest in holding a Citizen’s Jury to discuss the National DNA Database. This could form a valuable part of the debate.

2.3 Lack of discussion of alternatives and safeguards

GeneWatch believes that additional safeguards could be introduced to protect privacy and rights, without compromising the role of DNA databases in tackling crime. Safeguards which should be considered as part of any new legislation include:

· making the NDNAD’s governing body more transparent and democratically accountable in Scotland;

· the destruction of individuals’ DNA samples once an investigation is complete, after the DNA profiles used for identification have been obtained; 

· an end to the practice of allowing genetic research using the Database or samples.

In addition, alternatives to permanent retention of all DNA samples exist which are not included in the consultation document. Only one alternative to permanent retention of all DNA samples and profiles from everyone arrested is discussed: the retention of profiles on a case-by-case basis (which is dismissed as unrealistic and impracticable). However, more practical data retention policies could be developed. One possible alternative would be to change the data retention policy to mirror that used on the Police National Computer (PNC), which stores people’s criminal records. PNC records for convicted murderers and rapists are kept permanently, but many other records are supposed to be removed after fixed time periods.
 Some records can be kept after acquittal: but only in restricted circumstances (mainly relating to sexual offences, on public protection grounds). Data retention on the PNC is under review following the Bichard Inquiry, but the outcome is extremely unlikely to be permanent retention of all records (as is proposed for fingerprints and DNA samples in this consultation). Time limits on data retention on the National DNA Database could provide an important safeguard for privacy and human rights, limiting the potential for misuse by future governments.

3. Response to questions

Question 1: Do you agree that the police should be able to retain prints and samples taken from those who are arrested or detained on suspicion of committing an offence punishable by imprisonment whether or not they are later convicted of that offence?

No. 

Collection of DNA samples: GeneWatch agrees that police powers to take DNA samples and check DNA profiles against scene of crime (SOC) profiles can contribute to the detection of crime and can benefit society. However, taking samples routinely on arrest (except when the sample is needed in relation to the investigation of a specific offence) risks exacerbating discrimination in the criminal justice system. GeneWatch believes that a DNA sample should only be taken after a suspect is charged, unless a comparison with a DNA profile from a specific crime scene is relevant to the case being investigated. Waiting until a person is charged reduces the risk that entry on the database is arbitrary or unfair.

Retention of DNA samples: The consultation fails to distinguish between DNA samples and DNA profiles. Matches between DNA profiles can assist a criminal investigation, but retaining DNA samples from individuals is unnecessary once the profile needed for identification has been obtained. Retaining samples is not necessary to prevent miscarriages of justice because a second DNA sample is always taken from the defendant if a case comes to court. Retaining samples raises additional privacy concerns, including the likelihood that they will be used for genetic research without consent. DNA samples from individuals (but not from crime scenes) should be destroyed once an investigation is complete: only the profiles should be retained. 

Retention of DNA profiles: Permanent retention of all DNA profiles and fingerprints raises serious civil liberties concerns, including the potential future misuse by the state of a permanent record of anyone who has ever been arrested. Serious consideration should be given to introducing a system of time-limited retention, depending on the seriousness of the offence, along the lines of the system used for individuals’ records on the Police National Computer. Permanent retention would be appropriate for people convicted of serious, violent crimes but not for everyone arrested. A public debate should be conducted to inform retention policy: the current consultation is inadequate because the only alternative considered is to examine each case on an individual basis (which is considered unrealistic and impractical).  

Question 2: Do you agree that samples given voluntarily should not be retained or checked against prints and samples taken from any crime scene without written consent and that the consent can be withdrawn in writing at any time?

GeneWatch agrees that volunteers should be able to withdraw their consent to retention of their DNA profiles (the practice of seeking irrevocable consent, used in England and Wales, has been criticised by both the Science and Technology Committee and the Human Genetics Commission). However, we do not believe that sample retention is justified once an investigation is complete – only the profiles should be retained. We also have serious concerns that DNA samples and profiles entered on the NDNAD are likely to be used for genetic research without volunteers’ knowledge or consent. The practice of allowing genetic research using the Database should end.

Question 3: Do you agree that the legislation should state that prints and samples retained by the police should only be used for purposes related to the prevention or detection of crime, the investigation of an offence or the conduct of a prosecution?

GeneWatch agrees that this safeguard is necessary, however we do not believe it is sufficient to ensure privacy protection. 

For example, permanent retention of DNA samples increases privacy concerns but is not necessary for the prevention or detection of crime: only the DNA profiles are needed to obtain a match. DNA samples from individuals (but not those from crime scenes) should be destroyed once an investigation is complete and only their DNA profiles should be retained. Retention of profiles should not be permanent for everyone arrested, but should follow a time-limited retention policy (see Question 1).

Additional safeguards are also needed, for example to restrict the use of familial searching (which may breach privacy by revealing cases of non-paternity); prevent genetic research without consent; and prevent access (perhaps by other official bodies, or by other governments) to a list of anyone who has been arrested (many of whom will not have been charged, or will have been acquitted). 

Scotland should also seek to exert some democratic control over controversial uses of DNA profiles exported to the National DNA Database (NDNAD): current governance arrangements are inadequate. 

In England and Wales, the purpose of ‘prevention or detection of crime’ has already been interpreted broadly to allow research linking DNA profiles with ethnicity. This broad interpretation does nothing to prevent other potentially controversial uses of the database or samples – for example, behavioural genetic research (e.g. looking for ‘genes for criminality’) without consent, or patenting gene sequences.

4. Conclusions

The proposals in the Consultation:
· bring an increasing threat to ‘genetic privacy’ if information is revealed about health or family relationships, not just identity;

· create a permanent ‘list of suspects’, including anyone arrested for a wide range of offences;

· increase the potential for discrimination by permanently retaining samples taken before an individual is charged, even when DNA evidence is not relevant to the investigation.

There are important changes that could be made that would improve safeguards for human rights and privacy without compromising the role of DNA databases in tackling crime. Any new legislation should include additional safeguards to:
· make the NDNAD’s governing body more transparent and democratically accountable in Scotland;

· ensure the destruction of individuals’ DNA samples once an investigation is complete, after the DNA profiles used for identification have been obtained; 

· end the practice of allowing genetic research using the Database or samples.

Rather than adopting a policy of permanent retention of all DNA samples and profiles, the Scottish Executive should ensure that alternatives are properly investigated and debated. This requires implementation of the recommendations made by the House of Commons Science and Technology Committee prior to making a decision, including:

· independent research into the effectiveness of the DNA Database in tackling crime and the implications of new technologies;

· public debate about who should be included on the Database and for how long. 

The aim should be to develop a retention policy which balances the need to detect crime with the need to protect privacy and human rights, and which maintains public trust and support.
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