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GeneWatch UK is a not-for-profit organization which aims to ensure that genetics is used in the public interest. We welcome the opportunity to input to the consultation on the Home Office’s proposed changes to the RIPA. 
GeneWatch’s interest in the law regarding interception of electronic communications arises because genetic information is increasingly being stored and transferred electronically. This raises important issues about the security of DNA data collected in the context of commercial services conducting paternity, ancestry or health-related genetic testing as well as national and international data sharing of DNA profiles collected by law enforcement agencies. 
Increasingly, DNA data collected and stored for one purpose (such as health-related genetic testing) is being used for secondary purposes (such as research) and individuals are being encouraged to access and share such data online. The leading commercial provider in this area is currently the US company 23andMe: its investors include Google and the pharmaceutical company Johnson & Johnson. Many companies investing in this area envisage a future in which genetic information, potentially including whole genome sequences, will be stored in electronic medical records online and used for the personalized marketing of a wide range of products and services: including medications, fitness and lifestyle advice and services, supplements, functional foods and skin creams. 
Whole or partial DNA sequences are identifiers (biometrics) which can be used to track an individual and their relatives, as well as to reveal some private personal information about individuals (such as non-paternity; whether they might pass a heritable genetic disorder to their children; and their risk of developing some serious familial diseases). This is sensitive personal information, which in some cases will be unknown to the individual concerned and may also be collected from young children or others without the capacity to give fully informed consent. Its interception may cause significant distress or harm to individuals or their families. Some people may be particularly vulnerable to inadvertent disclosure of such information: e.g. people on witness protection schemes whose identity may be inadvertently revealed; people hiding from violent partners or parents who may also be tracked down using their DNA; people suffering from mental illness; and those living in situations where revelation of non-paternity is a serious threat to their family relationships or considered unacceptable for cultural or religious reasons.  It is therefore important that the proposed new legislation deals adequately with the risks posed by possible future attempts to intercept such data.

In this context, GeneWatch UK suggests that:

1. Guidance is required so that consent processes are indeed fully informed and freely given and not reliant on simple tick boxes online, especially where sensitive personal data is involved; where additional requirements beyond data protection apply (such as use of data in medical research); and/or where the rights of children may be affected (including tests that may reveal paternity or non-paternity);
2. There should also be a public register of such consent agreements so that this is available for public scrutiny;

3. The proposed sanction of a fine of up to £10,000 is totally inadequate;
4. A public register to ‘name and shame’ commercial companies that are in breach is needed to provide an incentive to avoid breaches occurring in the first place;

5. More consideration needs to be given to an open and transparent public right of access to justice in the event of a breach (bearing in mind that in some circumstances a breach may be devastating to some individuals or their families): the ICO may be a more appropriate body to administer this than the IoCC;
6. Technical expertise will also be required to understand the personal nature of different types of data and the potential harms caused by interception;
7. A breach of RIPA may also constitute a simultaneous breach of other laws (data protection, medical consent requirements etc.) and these aspects will also need to be considered in any proceedings;
8. Resources and investigatory powers will also be required to identify breaches at an early stage if major losses of data and public trust are to be avoided.
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