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1. GeneWatch UK’s comments are restricted to the provisions in the Crime and Security Bill which relate to the collection and retention of biological samples, DNA profiles and fingerprints. These provisions do not directly change the law on a devolved matter or alter the legislative competence of the Scottish Parliament. However, there are a number of areas in which the Bill will impact on persons currently resident in Scotland and/or convicted of certain offences in Scotland, in a manner which may not be compatible with the European Convention on Human Rights or with the devolution of policing powers. 
2. GeneWatch therefore recommends that the Committee seeks further information regarding whether these clauses allow the Scottish Government to fully exercise its devolved powers and meet its obligations to protect the human rights of people living in Scotland.
1. Retrospective collection of data from Scottish residents arrested in the past in England, Wales or Northern Ireland

3. Clause 2 of the Bill includes provisions to take samples and fingerprints retrospectively without consent from persons aged ten or over who have been convicted, cautioned or given a reprimand or final warning for any recordable offence in England or Wales. Clause 8 applies the same provisions to offences committed in Northern Ireland. An officer of at least the rank of inspector may authorise the collection of DNA samples and fingerprints provided they are satisfied that it is necessary to assist in the prevention or detection of crime. However, this does not mean that the person must be arrested on suspicion of committing a crime (in such cases, fingerprinting and sampling is already permitted by existing legislation). The purpose of collection is not to investigate specific offences but to populate the DNA, fingerprint and police computer databases held in England, Wales and Northern Ireland, and to allow speculative searching of DNA profiles and fingerprints against all stored DNA profiles and fingerprints from past and future crime scenes (Clauses 5 and 11).
4. Retrospective fingerprinting and sampling does not apply to cautions for offences committed before the 10th April 1995. Convictions before this date are included but only if the offence is one specified in Schedule 1 to the Criminal Evidence (Amendment) Act 1997 (primarily sexual and violent offences) and the person is in prison or detained under the Mental Health Act 1983 at the time the sample is to be taken.
5. For a list of serious violent or sexual offences (‘qualifying offences’, see Clauses 7 and 13), retrospective sampling and/or fingerprinting may occur at any time. The individual will typically be given 7 days to attend a police station at a specified date and time (Clauses 6 and 12), although a shorter period may be authorised by an inspector. Failure to attend will lead to arrest.

6. For any other recordable offence the power to require attendance at a police station is time limited to two years after the day on which the person was convicted, cautioned or warned or reprimanded, or, if later, two years from the day on which the Bill comes into force. Again, the individual will typically be given 7 days to attend a police station at a specified date and time (Clauses 6 and 12). Failure to attend will lead to arrest.

7. A suspect for an offence committed in England and Wales who is found in Scotland can be arrested without a warrant for that offence by an officer from England or Wales under Part X of the Criminal Justice and Public Order Act 1994 and agreed protocols.

8. The provisions thus allow retrospective DNA sampling and fingerprinting without any meaningful restriction from anyone convicted, cautioned or given a reprimand or final warning for any recordable offence in England or Wales since 10th April 1995, and from a smaller subset of people convicted of more serious offences prior to this date. Persons resident in Scotland, including children aged ten or above, who fail to attend a police station at the specified date and time for fingerprinting and sampling may be arrested in Scotland by an officer from England, Wales or Northern Ireland. There is no requirement that such persons are suspected of committing an offence, other than failure to supply their biometrics.
9. The Bill also appears to allow the collection of samples and fingerprints whether or not a person is in police custody, i.e. potentially outside police stations, including on the streets (Clause 2, Subsections 2(2) and 2(5) refer to fingerprints taken from a person “not detained at a police station” and a non-intimate sample taken from a person “whether or not he is in police detention or held in custody by the police on the authority of a court”).

10. An earlier UK Government consultation on the Police and Criminal Evidence Act (PACE)
 is relevant because it included:

(i) controversial proposals to collect DNA outside police stations in England and Wales;

(ii) proposals to extend current provisions for arrest without warrant in Scotland, to allow Scottish officers to arrest and detain persons suspected of committing an offence in England and Wales.

11. It its response to this consultation GeneWatch highlighted the need to clarify whether powers to collect and retain biometrics and police records from persons arrested in Scotland under these proposals would be those given to the police in England and Wales under PACE, or those applicable under Scottish legislation. We also expressed serious concerns, as did others, about the sampling of vulnerable persons on the streets without consent (the provisions for DNA sampling allow officers to use ‘reasonable force’, usually by pulling a number of hairs from the head).
 The outcome of this consultation has not been published to date, although it was due in autumn 2009.
12. In summary, the provisions for retrospective sampling in the Crime and Security Bill 2009/10 may affect a significant number of persons resident in Scotland. A number of concerns arise because the provisions:

· go far beyond the collection of DNA and fingerprints on arrest for the investigation of a specific offence committed in England, Wales or Northern Ireland, to collect data in order to populate databases and perform speculative searches for matches with both past and future crimes;

· apply to a broader range of offences than those for which samples and fingerprints may be taken in Scotland (‘recordable’ rather than ‘imprisonable’ offences);
· allow the collection of material from children from the age of ten, including from children given reprimands or final warnings, rather than convictions;

· allow retrospective sampling and fingerprinting, including from people given police cautions rather than convicted by a court, in a manner that appears to be incompatible with the rehabilitation of offenders;

· allow the indefinite retention of data collected under these provisions in a manner that may not be compatible with the European Convention on Human Rights (see section 3, below).
12. The Committee may wish to seek clarification as to:

· whether Scottish officers, as well as officers from England, Wales and Northern Ireland, will arrest and detain persons in Scotland, including children, should they fail to attend a police station in England, Wales or Northern Ireland for the purposes of retrospective sampling of their DNA and fingerprints;
· whether fingerprints or samples could be taken from such persons outside of police stations (including on the streets) and, if so, whether this could occur within Scotland’s national borders;
· whether these provisions, which allow the arrest of persons not suspected of committing an offence beyond failure to supply biometric data, are compatible with the devolution of policing powers and Scotland’s recent consultation on its proposed Identity Management and Privacy Principles;

· whether the collection and indefinite retention of such persons’ data on the relevant databases in England will be compatible with the European Convention on Human Rights, the rehabilitation of offenders, and the UN Convention on the Rights of the Child;
· the numbers of persons resident in Scotland likely to be affected by these provisions.

2. Collection of fingerprints and samples by police in England, Wales or Northern Ireland from persons convicted of a ‘qualifying’ offence in Scotland

13. For a list of serious violent or sexual offences (‘qualifying offences’, see Clauses 7 and 13), persons convicted (or found not guilty for reasons of insanity) of the equivalent of such offences outside England, Wales or Northern Ireland – including by the Scottish courts - may have the collection of the DNA and fingerprints authorised by an inspector in England, Wales and/or Northern Ireland if they are UK nationals or residents (Clauses 3 and 9). A constable may require the individual to attend a police station, normally after a period of seven days, to obtain his or her DNA and fingerprints. Individuals failing to attend at a specified date and time may be arrested. Persons resident in Scotland may be arrested there.
14. Although the range of offences is considerably more restricted than the retrospective sampling (for offences committed in England, Wales or Northern Ireland) described above, there are particular implications for past offenders convicted by the Scottish courts who are UK nationals or residents. These provisions grant powers to police forces in England, Wales and Northern Ireland to collect DNA and fingerprints from such past offenders without any grounds for suspicion and without any limit on the time since their past conviction. They apply to all persons convicted of such offences under Scottish law, including persons resident in Scotland. All data will be retained indefinitely (see section 3, below).
15. The Committee may wish to seek clarification as to:
· whether these provisions are consistent with the devolution of policing powers, particularly for persons convicted under Scottish law who remain resident in Scotland;

· whether the collection and indefinite retention of such data will be compatible with the European Convention on Human Rights, the rehabilitation of offenders and the UN Convention on the Rights of the Child;

· the numbers of persons resident in Scotland likely to be affected by these provisions. 

3. Provisions relating to the destruction of samples, DNA profiles and fingerprints

16. Sections 14-19 of the Bill include provisions relating to the retention, destruction and use of fingerprints and samples etc.  The main provisions are:
· Destruction of all samples within 6 months, once the computerized DNA profiles have been obtained from them (applying to both convicted and unconvicted persons);

· Indefinite retention of DNA profiles and fingerprints from all persons convicted, cautioned or given a final warning or reprimand for any recordable offence, with the exception of under-16s if the offence is minor, in which case retention will be for 5 years only;

· Time limits for retention of DNA profiles and fingerprints from people arrested but not convicted of any recordable offence, of 6 years (for persons aged 16 or over) or 3 years (for under-16s).

17. In all cases, a Chief Constable can overrule the destruction of records if s/he determines that they need to be kept for "reasons of national security". In such cases, records will be kept for two years, but this can be repeatedly extended.

18. There are no provisions in the Bill relating to the deletion of Police National Computer records (currently all records of arrest are held until age 100, and records may be used to refuse visas or a job).
 This contrasts with provisions for the weeding of old records for minor offences in Scotland.
19. There is also no provision for appeal against retention of data.

20. The Committee may wish to note that:
· The provisions for retention of data of unconvicted persons on the relevant databases in England are unlikely to be compatible with Article 8 of the European Convention on Human Rights (see, for example, the opinions of the Council of Europe Committee of Ministers issued in September
 and December 2009
);
· A legal opinion obtained by the Equalities and Human Rights Commission (EHRC) has also questioned whether the indefinite retention of all records from convicted persons is compatible with the Council of Europe’s Recommendation No. R (92) 1 on the use of DNA.
 
· The EHRC has recently reiterated its concerns that the proposals in the Bill in relation to both convicted and unconvicted persons are incompatible with the Convention.

· In contrast, the provisions for sample destruction have been widely welcomed. Scotland’s Forensic Data Working Group is currently considering whether similar provisions for sample destruction could be implemented in Scotland. 

Conclusions

21. All persons arrested in England, Wales or Northern Ireland will be adversely affected by the disproportionate retention of DNA profiles, fingerprints and police records, whether they are from Scotland or elsewhere. However, unlike the residents of other countries, Scottish residents will also be affected by the collection and indefinite retention of data collected under the provisions for retrospective sampling and sampling for offences committed outside England, Wales and Northern Ireland, described in Sections 1 and 2 above.
22. These provisions in the Bill allow the arrest of a large number of individuals in Scotland not suspected of committing an offence, in order to collect their DNA and fingerprints. This places a particular obligation on the Scottish Government and Parliament, assisted by the Justice Committee, to ensure that these powers are compatible with the relevant human rights instruments before giving legislative consent to the proposals. Further, it is questionable whether these provisions are fully compatible with the devolution of police powers. GeneWatch recommends that the Committee investigates these matters further before completing its report.
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